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Executive Summary
Approaches to information security and integrity in the 
public sector vary considerably. Some organisations 
offer little assurance to citizens (and other stakeholders) 
that information within their control is safe and secure. 
Yet there is a wealth, some might even say an overload, 
of information available to help achieve an effective 
data protection system. 

This White Paper provides organisations that are dealing 

with personal data and other regulated information such as 

payment details – in particular public sector and charitable 

entities – with a high-level understanding of the information 

provided by Her Majesty’s Government (HMG) on “securing 

technology at OFFICIAL level”. It also explains how HMG 

guidance can be used to safeguard critical information assets.

Introduction
Security attacks on the increase

According to the HM Government 2015 Information Security 

Breaches Survey [1], conducted by PwC, 90% of large 

organisations reported a security breach of some kind in 2015. 

That’s up from 81% in 2014, with 59% of respondents expecting 

to see incidents continue to increase during 2016. Malicious 

software – defined as malware programs including adware, 

computer viruses, Trojans, spyware, keyloggers, ransomware 

and many other harmful types of software – accounted for 84% 

of the breach types. This was followed by phishing (57%) and 

denial of service attacks (37%). In addition, there was a 38% 

year-on-year increase in ‘unauthorised outsider’ attacks. One 

growing issue is that 75% of large organisations suffered staff-

related breaches, up from 58% in 2014. Given that people are 

frequently a weak link in the security chain – particularly insiders 

– the finding that staff-based breaches aren’t being adequately 

addressed is a major concern. Meanwhile, with more people than 

ever before using smartphones and tablets, it should come as 

little surprise that 15% of large organisations suffered a breach 

involving these devices; more than twice the number in 2014.

There are numerous vulnerabilities that can leave systems, and 

the data accessed via them, at risk. For example, in a recent high-

profile case, experts concluded that telecoms company TalkTalk 

were likely to have fallen victim to an SQL injection attack [2]. 

This is one of the most frequently used entry points for a breach; 

it involves the insertion of malicious executable code through 

vulnerable database entry fields. Meanwhile, the antivirus 

software MacKeeper exposed 13 million customer account details 

[3] through a simple misconfiguration of the database being 

used. Unfortunately, such configuration errors are as common 

as they are dangerous. Be it outdated applications running with 

debug modes still active, or factory defaults not being changed 

– admin accounts on router hardware being a good example – a 

simple setup oversight can open the door to attack. The harsh 

truth is that a threat actor, whoever it might be, has any number 

of options when it comes to attacking an organisation’s data. 

Technical vulnerabilities, social engineering or simple human error 

can all let them in. Because it is incredibly difficult to prevent 

an attack, successful approaches to security focus on limiting 

any impact. They do this through rapid detection and response 

to intrusion, which has become the new battleground. This will 

become even more important when you consider the potential 

impact of Europe-wide data security legislation [4], which is 

expected to come into force during 2018. “The primary impact 

will be on the underlying data protection assurances within an 

organisation, such as the general definition of personal data, 

which will need to be broadened,” warns Chris Brine-Howe 

(arvato UK CISO). He continues: “It is critical that organisations 

prepare now for the new regulations and even take small steps 

such as ensuring that a senior data protection officer sits on the 

executive leadership team to drive the personal data agenda, 

especially as a data subject’s information rights are likely to 

increase.” According to data from the Information Commissioner’s 

Office (ICO), Figure 1, public sector bodies still form the top 

three sectors for data security incidents; however, finance, 

justice, legal and charitable entities are not too far behind. The 

common connective of all of these sectors is that they deal with 

a vast quantity of personal and financial data, and have similar 

complexities in terms of business process and business activities 

(call centres, payment collection, monetary dispersal, etc.) [5]

Data security incidents by sector
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Securing personal /
financial data to an 
OFFICIAL level
Information will need increasing protection. However, 
“effective and proportional risk management is key,” 
Chris Brine-Howe advises, “particularly as the fines 
that can be imposed will significantly increase under 
the EU General Data Protection Regulation (GDPR).” 
Many organisations have not transitioned to the need 
for effective risk management and have a historic 
over-reliance on prescriptive and often inaccurate 
(and therefore costly) threat/risk calculations. These 
calculations typically were decoupled from the business 
reality of true threat/risk. As a result, there tends to be 
a frequent over-reliance on security controls that are 
either not designed to support business needs or are not 
configured to address the real world risk.

It is therefore critical that an organisation has an effective risk 

assessment process in place so that the appropriate protection 

profile can be assigned to the information, e.g. personal data, 

sensitive personal data, financial data and intellectual property. 

Ensuring that data is correctly classified is key to helping an 

organisation determine both the need and methodology to 

defend against a broad profile of relevant threats. Within 

HMG the introduction of the classification of data/information 

at ‘OFFICIAL’ level with effective risk management enables the 

public sector to leverage commercial solutions and practices 

to protect sensitive data with controls and processes. This 

approach avoids unnecessary bureaucracy and expense and 

should be adopted more widely, as overly complex security or 

solutions don’t help anyone. 

It should be noted, of course, that HMG OFFICIAL may well 

include data subjected to separate regulatory requirements, 

such as the Data Protection Act [6] and PCI DSS [7], 

and that anyone working with government information 

is responsible for protecting it regardless of protective 

markings. That said, some of the specific government 

recommendations for securing technology and services in 

order to protect information can and arguably should be 

used more broadly, including beyond the public sector and 

into other industries. Equally standard practices used in 

private business for securing data can help strengthen the 

overall HMG specific posture. Data security prospers in such 

bidirectional relationships.

1. Cyber security risk management

When it comes to the principles of effective cyber security risk 

management, government advice can be summed up in the 

stated goal of supporting a culture and environment where 

systems are created that provide ‘good enough’ security to 

meet business needs. 

– Risk management as a continuous activity 

As organisations review the security risks that data may be 

exposed to, it is important that they do this in the context 

of both the organisation’s vulnerability to that risk and 

its broader business strategy. Chris Brine-Howe notes: 

“Approached properly, effective risk management can become 

a true enabler to achieving business goals.”

The government isn’t suggesting a wholesale replacement of 

existing processes, but rather that current decision-making 

is grounded in an understanding of security. What does 

that mean? Well, for a start it means that strict adherence 

to ‘governance and process’ isn’t as effective as enabling 

informed business decisions by competent people. If the 

organisation understands the risks that it is taking, and trusts 

competent people to ensure that security is an inherent part of 

every technology decision, then management of that risk can 

support the business process as a continuous activity rather 

than simply running alongside it.

– Accept uncertainty

What it doesn’t mean, however, is that uncertainty can 

be eliminated. Risk is neither 100% predictable nor can 

it be eradicated altogether. Government advice [8] is to 

“accept that there will be uncertainty, so that people know 

they can ask for help, admit mistakes, and seek advice 

from trusted sources.” In other words, organisations must 

become comfortable with uncertainty, accept that cyber 

security incidents and mistakes will happen, and plan for 

them accordingly. Embracing independent advice from 

trusted sources is an effective confidence builder to ensure 

the right level of risk is being tolerated by the business’s 

decision makers. 

– Clear communication

The glue that bonds this confidence building is transparency 

and clarity, and that begins with communication. Describing 

risks in plain English, and avoiding technological terminology 

for the sake of it, will ensure an organisation understands 

those risks. Think of it this way: unless risk is communicated 
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using the same language as the business itself, then a new risk 

of misinterpretation is created. This helps to create a culture of 

transparency, which can be crucial, especially when explaining 

why important decisions regarding security were made. 

Independent assessment and validation can be more useful 

than large-scale internal documentation.

– Trust and competency

Ultimately, all of this involves empowering and trusting 

people to make responsible decisions, and by doing so 

enabling them to get things right or ask for help if they 

need it. Trust, built upon honesty and experience, means 

that decision makers can feel secure in knowing when 

additional help is required and where it can be found. 

Remember that risk management is a continuous activity, 

not a one-off exercise, and perfection is impossible. The 

goal is to have ‘security’ that is good enough to mitigate 

the risk.

2. Security considerations for common enterprise IT 
decisions 

While there are any number of broadly generic information 

security requirements outside of the IT department – that 

apply equally to securing information, in line with OFFICIAL 

requirements – getting to grips with specifics as they apply 

to OFFICIAL enterprise IT solutions is vital. Government 

advice covers the more common security basics (albeit 

often at a high level), on the basis that, where there is 

similar business context, the types of threat and best 

solution will also be similar.

– Context is king

There’s a reason why this advice follows the section regarding 

management of cyber security risk: security should be considered 

in context rather than according to process. Government advice 

[9] is to consider security alongside factors such as “usability, 

cost, strategic fit, local policies and compliance”.

– Chain of trust

The typical organisation might expect any number of end user 

devices to be issued to employees, and those devices to access 

its system via untrusted networks such as the internet or mobile 

connectivity. Establishing a ‘chain of trust’ using single sign-on 

(SSO) technology allows the user to authenticate once

and be trusted many times without further interaction. Reducing 

the number of passwords required is almost always a good thing, 

as having more passwords does not mean better security. 

– Minimising Impact

It is generally accepted that breaches will happen, so 

minimising the impact of any attack is vital. The two key 

success factors in limiting impact are ‘the principle of least 

privilege’ and EFFECTIVE Protective Monitoring.

The principle of least privilege helps by limiting access to 

information and resources to those users (and devices) that 

actually need it in order to do their job. This is particularly 

pertinent as far as the use of local administrative privilege 

is concerned. Often software developers will request this; 

however, government advice is that most of the time they do 

not require it and it should not be granted. The advice instead 

is to identify the specific issues and provide secure solutions; 

debugging modes for testing can be performed in a virtualised 

environment, for example.

– Protective Monitoring

Protective monitoring is used to detect and alert to malicious 

or abnormal behaviour, such as automated attempts to 

guess or brute-force account passwords. It is essential that 

alerts are detected promptly and responded to in a timely 

manner, particularly as hackers don’t finish work at 5pm. 

Remember, you cannot stop an attack, but how quickly you 

detect and respond to an attack will determine how much, or 

how little, damage is done and how quickly normal services 

and operations can resume. This is a key aspect of Business 

Resilience and is the new battleground.

10 Steps To Cyber Security

Defining and communicating your Board’s Information 
Risk Management Regime is central to your organisation’s 
overall cyber security strategy. CESG Recommend you 
review the nine associated security areas described below 
- in order to protect your business against the majority of 
cyber threats.

User Education and Awareness

Produce user security policies 

covering acceptable and secure 

use of the organisation’s 

systems. Establish a staff training 

programme. Maintain user 

awareness of the cyber risks.
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Home and Mobile Working

Develop a mobile working policy 

and train staff to adhere to it. 

Apply the secure baseline build to 

all devices. Protect data both in 

transit and at rest.

Secure Configuration

Apply security patches and ensure 

that the secure configuration of all 

ICT systems is maintained. Create 

a system inventory and define a 

baseline build for all ICT devices.

Removable Media Controls

Produce a policy to control all 

access to removable media. Limit 

media types and use. Scan all media 

for malware before importing on to 

the corporate system.

Managing User Privileges

Establish account management 

processes and limit the number 

of privileged accounts. Limit 

user privileges and monitor user 

activity. Control access to activity 

and audit logs.

Incident Management

Establish an incident response and 

disaster recover capability. Produce 

and test incident management 

plans. Provide specialist training to 

the incident management team. 

Report criminal incidents to law 

enforcement.

Monitoring

Establish a monitoring strategy 

and produce supporting policies. 

Continuously monitor all ICT 

systems and networks. Analyse 

logs for unusual activity that could 

indicate an attack.

Malware Protection

Produce relevant policy and 

establish anti-malware defences 

that are applicable and relevant to 

all business areas. Scan for malware 

across the organisation.

Network Security

Protect your networks against 

external and internal attack. 

Manage the network perimeter. 

Filter out unauthorised access and 

malicious content. Monitor and 

test security controls.

3. End user devices security guidance

Government advice is that all end user devices (e.g. laptops, 

tablets, and smartphones) are properly configured to meet 

the ‘End User Device Security Framework’ [10] requirements. 

The ‘End User Device Security Guidance’ [11] provides advice 

to determine this across a wide range of platforms. Although 

this applies primarily to single user devices supplied by the 

organisation, personal devices owned by staff members, i.e. 

‘Bring Your Own Device’ (BYOD) items, are also addressed. 

This equipment, too, should be deemed under management 

authority for as long as the devices are able to access OFFICIAL 

information. Specific advice includes ensuring that devices are 

in a ‘known good state’ at the point of provisioning, even if 

that means restoring them to their factory default settings.

– High-level architecture

Government advice explains [12] the expected key features to be 

present within the high-level architecture for end user devices 

4



that interact with internal and public services. These include: 

ensuring that the end user device is suitably trusted with a 

machine certificate; that there is no direct access to the internet 

(so no split tunnelling); and that communications to individual 

web services are protected by adequate data-in-transit security 

on a per service requirement basis while communications 

between device and enterprise are always protected by assured 

IPsec VPN. It is also accepted that applications working with 

sensitive information may challenge the user for stronger 

credentials, such as an employee smartcard, without making 

further assumptions about the device.

12 principles of security

According to government advice, there are 12 security 

principles that form the fundamentals of secure end user 

device configuration. They are as follows:

1.  Data in transit can be protected

2.  Data at rest can be protected

3.  Authentication of the user to device, user to service, and 

device to service

4.  Booting process should be secure

5.  Application sandboxing availability

6.  Application whitelisting availability

7.  Malicious code can be detected and prevented

8.  Security policy can be enforced 

9.  Constraint of ports and services enabled

10. Patch management available, including security updates 

11. Secure event data auditing enabled 

12. Incident response plan implemented, including remote 

wipe facility

Note: Separately tailored versions are available for bring your 

own device (BYOD)

4. Securing cloud services

When it comes to the cloud, concerns around security are often 

cited [13] as a main reason for discounting what can generally 

be a cost efficient data storing and sharing resource. Yet, if the 

decision to choose (and the method of implementing) a cloud 

service are made within the parameters of an organisation’s 

existing risk management function, these perceptions of insecurity 

can be challenged.  Government guidance [14] advises on both the 

security principles to consider when evaluating cloud services [15] 

and how to best manage the risks [16] involved. Reduction in total 

cost of ownership and capital spend by adopting cloud-based 

solutions can also be increased by utilising Security as a Service 

(SECaaS) solutions. This is particularly relevant if an organisation 

does not have the infrastructure, capacity or skills required for 

implementing ICT security operation solutions such as Protective 

Monitoring or Vulnerability Management.

 – Risk management

Advice from CESG (the Information Security arm of GCHQ) 

on managing cloud risk within the boundaries of an existing 

policy is pretty straightforward. Recommendations range from 

understanding what the organisation’s business requirements 

are and identifying risks that would be unacceptable, to 

understanding what data is to be processed and how the cloud 

service provider can offer assurance that security requirements 

are being met. This in turn requires identification of the most 

important security principles in the cloud.

– Security principles

The 14 Security principles
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Organisations must determine which of the 14 principles listed 

in the government guidance document are important for the 

particular data they handle, and what assurance there is that 

these will be implemented. As well as covering the obvious 

things such as securing data in transit (with a combination of 

network protection and encryption) and physical resilience 

(how secure are the cloud data centres against tampering, 

damage etc.), the guidance also covers less obvious principles. 

These include how separation is achieved between data owned 

by different customers of the same service, what security 

screening is applied to the cloud service provider’s staff, and 

what audit records are available.

5. Managing obsolete platforms

Technology has a habit of evolving quickly, and sometimes this 

results in platforms becoming obsolete before an organisation 

has been able to migrate fully to something else. One problem 

with technology that has reached ‘end-of-life’ status – or ‘end-

of-support’ for that matter – is the lack of ongoing security 

updates. Almost inevitably this means that vulnerabilities will 

be discovered by hackers, and because they will also remain 

unpatched, word will soon spread throughout the hacking world 

regarding their exploitability. There is no magic bullet here; a risk-

free method of using obsolete platforms doesn’t exist. Therefore, 

migration away from obsolete platforms should be completed as 

soon as reasonably practicable: plans should be in place before 

the end-of-support period is reached, and new deployments 

avoided. Priority in this should be given to upgrading the highest 

risk end user devices and servers. However, if timely migration has 

failed, the government does provide short-term mitigation advice, 

which can help reduce risk.

 

– Reduce the scope for compromise

This is achieved by preventing the devices concerned from 

being able to access untrusted content, so making it harder for 

malware to exploit the obsolete platform. This means reducing 

potential malicious data routes such as email, browsing, file 

sharing, network ports and removable media. 

– Reduce the impact of compromise

Working on the basis that eventual compromise is inevitable, 

businesses should reduce the impact by preventing access 

to sensitive data or services. Good practice is that the level 

of access granted to obsolete devices into an enterprise 

environment be restricted to functions that are absolutely 

critical, and nothing more. Network separation and Protective 

Monitoring are the key to success here.
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In conclusion
Now that the EU has finalised the GDPR that sets out 
new requirements for keeping people’s personal data safe 
in today’s digital world, the picture of what organisations 
in all sectors need to do is becoming clearer.

There is no question that breaches can be seriously damaging, 

undermining public trust and leaving an organisation 

open to highly punitive fines. As a minimum, by following 

the government issued guidance outlined in this paper, 

organisations can have confidence that they are taking 

reasonable and proportionate steps to protect the personal 

and financial data of their clients and employees.

Although the HM Government ‘FTSE 350 Cyber Governance 

Health Check’ [17] has established that the cyber security 

threats facing private and public sector organisations are 

broadly similar, Chris Brine-Howe advises that public sector 

organisations should take particular pains to understand the 

information they handle specifically, due to the broad range 

and volume of data assets they hold and process. 

The simplification of security classifications by HMG removes 

some of the granularity that existed for public sector 

organisations previously, which means that they may need to 

increase protection for data previously treated as having lower 

status or urgency. However, the critical success factor is for 

all entities to understand their information assets, the value 

those assets have, and what threats and risks are faced by the 

organisation. These risks must then be communicated to, and 

understood by, board-level decision makers, so that fit-for-

purpose measures are taken to protect all sensitive data.

Once data owners and custodians can be confident that these 

assets are as protected as they can be, and know how to deal 

with uncertainty and risk, public sector and other organisations 

can continue to innovate with powerful new digital services 

capable of transforming efficiency, response levels and 

customer satisfaction.
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arvato provides independent, high quality, pragmatic and value-

for-money solutions to assist organisations to develop their cyber 

defense capability and meet their compliance obligations, from 

supporting a cultural shift towards security awareness, to designing, 

delivering and managing technical security architectures and 

solutions. In addition, arvato has a number of Security as a Service 

(SECaaS) offerings designed to complement our cyber professional 

services and simplify the world of cyber defence. 

arvato’s team of highly skilled cyber security specialists assess, 

advise, design and implement cyber security solutions and 

services for public and private sector organisations. We work in 

close partnership with our clients to ensure their valuable data 

is protected, they are resilient to attack, and in the event of an 

attack, are positioned to recover rapidly.

arvato’s service offering includes information security and 

assurance, data privacy, cyber security architecture, cyber security 

engineering and services and business resilience. For further 

information on how arvato can help boost your organisation’s 

cyber defense capability, contact Cyberinfo@arvato.co.uk or visit 

www.arvato.com/cyber.
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